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OUTCOME

SECURITY

DATA GOVERNANCEUSER EXPERIENCE

CASDSENSITIVE DATA



SENSITIVE DATA

Professional carreer and wages

Health records (SNDS, Constances Cohort) 

Educational records (Parcoursup)

Tax Data (IR, FIRM)

Criminal records (Casier)

etc.



SENSITIVE DATA

Sensitive data can also 

be : 

- Very detailed data

- Exhaustive

Even pseudonymized 

(no direct Identifiers) it 

could be still possible to 

re-identify data subject !



DID I FORGET 

SOMETHING ?



Yesterday (11/30/2025) 







Sensitive and very detailed data can even

be much more valuable for research when

they are linked

BUT MUCH MORE SENSITIVE

To make everything easier, 

the data producers remain responsible, 

not researchers, for the data they collect   



How to convince data 

producers and enable 

research on sensitive data ?









Where are the servers?



Datacenters









SECURITY

CASD : First data hosting service 

to obtain official 

GDPR certification (Art. 42)

International privacy symposium, Venice, May 2025 





CONSORTIUM

Groupement d’intérêt public (40 employees)

GROUPE

ENSAE

ENSAI



Onyxia

VTL

Datascience
tools





USERS’ RATINGS BASED ON SURVEY ABOUT CASD SERVICES
2016, 2018, 2021 AND 2023

Project and contract 
management

IT support 
and tools

Data and confidentiality
management



Data producers





National Institute of 
Statistics and 

Economical Studies 
(INSEE)

Ministry of Finance Ministry of Labour

Ministry of Agriculture Ministry of Justice Ministry for Health

Ministry of 
Environment

CONSTANCES

COHORT

Public Investment 
Bank

Meta (Facebook and 
Instagram) and 

Bytedance (TikTok)
Healthcare data Banque de France



Characteristics of 
companies

14%

Banque de France data
13%

Employment - Labor 
force
14%

Agriculture
10%

Public finance
10%

Housing
8%

Education - Training -
Skills
7%

Health - Disability -
Dependency

6%

Social protection -
Pensions

4%

Economy - Production
6%

Security - Justice
2%

Transport - Environment
2%

Population trends and 
structure

4%



COMITE DU SECRET STATISTIQUE



Accreditation
CDAP

Confidential Data Access Portal
www.cdap.casd.eu

Statistical
Confidentiality

Commitee

Data 
producer BPI,

CNAF,
ACOSS…

Banque
de 

France

http://www.cdap.casd.eu/


Unifying
The

accreditation
procedure

Agreements

Allowing working on many datasources from
many data producers in the same

environnement

Unifying
the secured
environment

Allowing researchers to apply only once
for many datasources from many data 

producers
Cross-sector

with 40+ data producers



LINKING data from different Administrative sources has 
proved essential for research

CASD : 72% of projects carried out in the CASD’s secure
environment uses data from more than one dataproducer

Example : 80% of projects from academic researchers
using data from Banque de France is a joint use with other
data.

Cross-sector





Pérignon, Gadouche, Hurlin, Silberman and 
Debonnel (2019) Certify reproducibility with 
confidential data, Science

https://science.sciencemag.org/content/365/6449/127.full?ijkey=NJiYAcvarGRP6&keytype=ref&siteid=sci
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Number of datasources made available on CASD

MORE SECURITY, MORE DATA

DATASOURCE IN 2025

+9% compared to 2024

655



ACTIVE USERS

ACTIVE USER ACCOUNTS IN 2025 (mai)

+9% compared to 2024

1 956



SD-BOX

SD-BOX OPRATING IN 2025

+14% compared to 2024

1 417



4 300€

5

7





Projects



Projects



Projects



META 

PILOT PROJECTS

ON INSTRAGRAM AND

FACEBOOK DATA

7 

RESEARCH ON

WELL-BEEING 
IN PARTICULAR FOR TEENAGERS

CANADA, AUSTRALIA 

AND US (SD-BOX) 

+ MCL
Meta Content Library

partnership

to facilitate access

to real time data



CONSTANCES 

subjects in the cohort (health)

On of the largest cohort in Europe

770 000 

Individual data matching
Professional carreer

Environmental conditions

DNA

Etc. 

Many innovative research projects

Cutting edge tech

expertise on data-

matching

Metadata (DDI)

Pipelines 

High volume processing



GRAPH4HEALTH AI PLATFORM (LLM) : CREST, CASD, ESSEC, CONSTANCES

45

Stockage des 
données

Application dédiée 
SNDS 

Suite d’outils python de 
contrôle et validation des 

données 
Constance/CASD/Datastorm 

V1.6.8

Data distillation – modelisation- visualisation 

Parquet GeoParquet

Data governance : Metadata management and data lineage

Pre processing

Data ingestion

Gestion des données spatiales

Workflow management

Traitements / modèles IA
Import 
Fichiers
CSV
SNDS



• Many things have been done since 2010 thanks to :
• The data producers involvement for researchers 

• The researchers :
• help to convince decision makers for opening access to data 

• co-financed the operating costs

• Produced hundreds of publications 

• The members of the consortium (voluntary funding)

• The data protection authority (CNIL), the comité du secret 
statistique

CONCLUSION



• Many things still to do :
• Get fundings to lower the prices for researchers 

• Simplify the data matching procedure from a legal aspect

• Foster the secure usage of AI 

CONCLUSION
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